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ABSTRACT

MyData is an approach of personal data management, which grants data subjects the right to decide how to use and
where to provide their data. With the explicit consent of the subjects, service providers can collect scattered data from data
sources and offer personalized services based on the collected data. In existing service models, personal data saved in data
storage can be shared with data processors of service providers or third parties. However, once personal data are transferred
to third-party processors, it is difficult for data subjects to trace and control their personal data. Therefore, in this paper, we
propose a cloud model where both data storage and processor are located within a single cloud, ensuring that data do not
leave the cloud.
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Fig. 1. Classification of MyData implementation.
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Fig. 4. The flow of OAuth 2.0 protocol.
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